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Abstract

In the layered-graph query model of network discovery, a query raddev of an
undirected grapitz discovers all edges and non-edges whose endpoints have different
distance fromw. We study the number of queries at randomly selected nodes that are
needed for approximate network discovery in &denyi random graph§',, ,. We show
that a constant number of queries is sufficient i§ a constant, whil€2(n®) queries are
needed ifp = n®/n, for arbitrarily smalle > 0, wherea > 0 is a constant depending only
one. Our proof of the latter result yields also a somewhat surprising resulaowige
distances in random graphs which may be of independent interest: Wetshbfor a
random graplt,, ,, with p = n®/n, for arbitrarily smalle > 0, in any constant cardinality
subset of the nodes the pairwise distances are all identical with highlplibba

1 Introduction

A fundamental problem in the study of complex networks is bmabtain accurate information
about the topology of a network using a limited number of meaments or observations. For
example, attempts to map the Internet can be based on tudeenperiments [13] or on the
analysis of BGP routing tables [22]. A simplified theoreticaddel of sucmetwork discovery
settings, the so-calleldyered-graph query modehas been introduced in [3]. The goal is to
discover the edges and non-edges (far € V', we call{u, v} a non-edge if it is not an edge of
the graph) of an unknown graph or netwark= (V, F) using a minimum number of queries;
a query at a node reveals all edges and non-edges whose endpoints haveedifidistance
from v.

The layered-graph query model can be interpreted in thevilig way: A query ab yields
the shortest-path subgraph rooted ate., the set of all edges on shortest paths betwesrd
any other node. To see that this is equivalent to our defmitichere a query yields all edges
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and non-edges between vertices of different distance frpmote that an edge connects two
vertices of different distance fromif and only if it lies on a shortest path betweemand one
of these two vertices. Furthermore, the shortest-pathrapbgooted at implicitly confirms
the absence of all edges between vertices of differentrdistiromv that are not part of the
shortest-path subgraph. A real-life scenario where thees$topath subgraph rooted at a node
of the network can be determined arises as follows: Withett@ate tools, one can determine
the path that packets take in the Internet if they are sent ilmode to some destination. If
each traceroute experiment returns a random shortest @#tle tdestination, this path would
be part of the shortest-path subgraph. One could then usatexptraceroute experiments to
all destinations to discover all edges of the shortest-paligraph. Making a query atwould
mean getting access to nod@nd running repeated traceroute experiments fsdmall other
nodes. If we assume that the cost of getting access to a nodelshigher than that of running
the traceroute-experiments, minimizing the number of igsas a meaningful goal.

In the off-line version of network discovery, the goal is &rify with as few queries as pos-
sible a given graph or network = (V, E). In this case we also speakmétwork verification

Simulation experiments with (scale-free as well as@&r&€nyi) random graphs reported
in [4] indicate that the number of queries needed to discalledges and non-edges typically
grows with the size of the graph, as expected, but in somescgggears to be bounded by
a small constant independent of the size of the graph if orlbrge fraction (say, 95%) of
the edges and of the non-edges needs to be discovered. s fat for the practically
relevant goal of approximate network discovery, a sunpgisi small number of queries is often
sufficient. Motivated by this experimental result, we nowdst this phenomenon analytically
for Erdos-Renyi random graph§,, ,. These are graphs emnodes in which each possible edge
is present independently with probabiljty We consider the simple query strategy that selects
the query nodes uniformly at random. We say that a set of rangieeries approximately
discoverss,, , in expectation, if the expected number of edges discoveyatéqueries is at
least ap-fraction of all edges, and the analogous condition is Batigor non-edges. Here,
is a constant such &s95.

Surprisingly, we find that ip is a constant strictly betweérandi (i.e., if we consider dense
G, graphs), then a constant number of query nodes is suffimeapproximately discover
G, In expectation, but ifp = n®/n, for an arbitrarily small constant > 0, thenQ(n®)
gueries are necessary, where> 0 is a constant depending an Our results show that the
number of random queries needed to approximately disa@ygrdepends on the density of
the graph, and in the query model considered it is actuallyeedo discover dense random
graphs than relatively sparse ones.

Related Work.  There are several ongoing large-scale efforts to colleta dgpresenting
local views of the Internet. Here we will only mention two. &'most prominent one is prob-
ably the RouteViews project [22] by the University of Oregdhcollects data from a large
number of so-called border gateway protocol routers. Egdlgnfor each router—which can
be seen as a node in the Internet graph on the level of autarmeystems—its list of paths
(to all other nodes in the network) is retrieved. More relyeand, due to good publicity, very



successfully, the DIMES project [13] has started collegtiata with the help of a volunteer
community. Users can download a client that collects patlike Internet by executing suc-
cessive traceroute commands. A central server can direletaiant individually by specifying
which routes to investigate. Data obtained by these or aimilojects has been used in heuris-
tics to obtain maps of the Internet, basically by simply tasgng possible paths found by the
respective project. There is an extensive body of related windying various aspects of this
approach, see, e.g., [8, 13, 22, 17, 18, 15, 2, 24, 12,1, 10, 11

In [3, 4], the network discovery and verification problems mtroduced and several results
for the layered-graph query model are presented. It is shivanthe network verification
problem cannot be approximated within a factoro@ogn) unlessP = NP, proving that
an approximation algorithm from [20] (see below) is bestgiae, up to constant factors. A
useful lower bound formula is given for the optimal numbeguoéries of a graph. A discussion
of simulation experiments for four different heuristic cisery strategies on various types of
graphs, including several random graph models, can be fouf#]. Moreover, the on-line
setting (network discovery) is studied and several lower @oper bounds on the competitive
ratio are given. A number of results for both the on-line affdioe setting have also been
derived for the much weakelistance query mod¢l4, 4], in which a query at nodereveals
only the distances to all other nodes.

It turns out that the network verification problem in the leggraph query model has
previously been considered as the problem of placing lankknia graphs [20]. Here, the
motivation is to place landmarks in as few vertices of thggras possible in such a way that
each vertex of the graph is uniquely identified by the vecfatsadistances to the landmarks.
The smallest number of landmarks that are required for angjvaph(: is also called thenetric
dimensiorof GG [19]. For a survey of known results, we refer to [7].

The problem of determining whethgdandmarks suffice (i.e., of determining if the metric
dimension is at most) is long known to be\P-complete [16]; the mentioned inapproxima-
bility of o(logn) [3] for the network verification problem transfers directtythe problem of
minimizing the number of landmarks. In [20] it is shown thae problem admits a@(log n)-
approximation algorithm based ore8COVER. For trees, they show that the problem can be
solved optimally in polynomial time. Furthermore, they y@dhat one landmark is sufficient
if and only if G is a path, and discuss properties of graphs for whidndmarks suffice. They
also show that it landmarks suffice for a graph with vertices and diametebd, we must
haven < D* + k. Ford-dimensional hypercubes, it was shown in [23] (using aneramsult
from [21] on a coin weighing problem) that the metric dimemsis asymptotically equal to
2d/log, d. See also [6] for further results on the metric dimension oft€an products of
graphs.

Our Contribution and Outline.  In Section 2 we give some preliminary definitions con-
cerning (random) graphs and the layered-graph query mdahataork discovery. The stated
results inG,, , graphs are presented in Section 3. Our analysis for constan&ection 3.1

is based on the observation that the probability that a gaenpodeq discovers an edge or
non-edge{u, v} is at leasp(1 — p), which is the probability thag is adjacent to one af, v



but not the other.

For the case op = n°/n, treated in Section 3.2, we use bounds from [9] on the size of
the i-neighborhood and on the size of théh breadth-first search layer of a noded ,, for
arbitrarily smalle > 0 depending oni. These bounds allow us to show that for an edge or
non-edge{u, v}, a query nodey is very likely to have the same distance framandv (and
thus does not discover the edge or non-edge). We generalzmtSection 3.3 to obtain the
following result: For a random gragh,, , with p = n®/n, in any constant cardinality subset of
the nodes the pairwise distances are all identical, with pigbability (w.h.p.).

2 Prdiminaries

Graphsand Neighborhoods. With G = (V, E') we denote an undirected graph with) = n
nodes. For two distinct nodesv € V, we say tha{u, v} is anedgeif {u,v} € £ and anon-
edgeif {u,v} ¢ E. The set of non-edges 6f is denoted by&. Foru,v € V, letd(u, v) be the
distance between the nodeg, i.e., the number of edges on a shortest path betwesdv.
For a graph’ and a node ¢ V/, the set of nodes at distancef v is denoted as theth layer.
[i(v) = {u € V|d(v,u) = i}. We define the-neighborhoodV;(v) = |J;_, I';(v) to be the set
of nodes within distanceof v.

G, denotes an Exgs-Renyi random graph on nodes in which a pair of nodes appears as
an edge with probability.

The Layered-Graph Query Model. A queryis specified by a node € V and is called
a queryat v or simply the queryw. The answer of a query atconsists of a sek, of edges
and a setF, of non-edges. These sets are determined as follows.El dte the set of all
edges connecting vertices in different layers (fropandE, be the set of all non-edges whose
endpoints are in different layers. Because the query reanlbe seen as a layered graph, we
refer to this query model as th@yered-graph query model

A set@ C V of queries discovers (all edges and non-edges of) a gfaph (V, F),
if Uyjeo Be = F and{,, B, = E. In the off-line case, we also say “verifies” instead of
“discovers”. The network verification problem is to compute a given network=, a smallest
set of queries that verifie§. The network discovery problem is the on-line version of the
network verification problem. Its goal is to compute a snshltet of queries that discovets
Here, the edges and non-edgestbfre initially unknown to the algorithm, the queries are
made sequentially, and the next query must always be detediiased only on the answers
of previous queries.

Discovering a Large Fraction of a Graph. Letp € (0, 1] be a constant, typically a “large”
value close td. We say a query s€} C V' discovers @-fraction of the graph, if(J ., £y| >
p-|Eland|Ueq Eql = p- |E].

Note that we require separately that a fraction of all edgekthat a fraction of all non-
edges should be discovered. This is important, since ansgieeningly natural definition which
requires only that a fraction of all node pairs should bealisced, might be misleading for the
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interesting case of sparse graphs. Here a query set digsogamost all non-edges but only
some of the edges would be a valid solution, since the nunmfbedlges is small compared to
the total number of node pairs. However, since only few edga® discovered, the resulting
graph is far away from the actual one. This is avoided by tiparsge treatment of edges and
non-edges.

For a random graph or i) is a random variable, we s&y discovers g-fraction of the

graph in expectation, i [y Uico Eq@ > p-E[|E| andE [\ Usco Eq|] > p-E[[E]].

3 Discovering aLarge Fraction of a Random Graph

In this section we study the discovery strategy RANDOM whiohay picks a given numbeét
of query nodes at random froin (using the uniform distribution). We show that in a random
graphG,, , already a constant number of such queries suffices to disegwédraction of the
graph in expectation, jf is a constant.

Since one of the main motivations for studying the netwodcavery setting is to discover
the Internet graph, the case of sparse graphs is practicallg relevant. Interestingly, if =
n< /n for certain arbitrarily small choices af> 0, RANDOM needs at lea$2(n* - p) queries
to discover g-fraction of the graph in expectation, where> 0 depends on.

3.1 TheCaseof Constant p

To prove that RANDOM discovers@afraction of the graph in expectation with only constantly
many queries is straightforward. We start by showing a luélpfnma on queries and one node
pair.

Lemma 1. For a random graphG, , = (V, E) and three distinct nodeg u,v € V, a query
at ¢ discovers the node pair, v with probability at leas® - p - (1 — p). The probability that:
queries discoven, vis atleastr =1 — (1 —-2-p- (1 —p))~.

Proof. We call a nodew € V a candidate if w is directly connected t@ and not tou or
directly connected ta and not tov. If the query nodey is a candidate, it surely discovers the
node pairu, v. This is independent of whethén, v} € E or {u,v} € E. The probability of
this event isPr [¢ is candidate=2-p - (1 — p).

If we have several query nodéy the events g is candidate” fory € @ are independent,
since for eacly the event depends on two distinct edges. Thus the prolyathiét at least one
query inQ discovers,, v is at leasPr [() contains candidate= 1—Pr [noq € @ is candidate=
1—(1—=2-p-(1—p))* wherek = |Q)|. O

The desired result is a corollary of the following theorem.

Theorem 2. To discover g-fraction of aG,,, graph in expectation, thRANDOM strategy
needs at most = log(1 — p)/log(1 —2-p- (1 — p)) queries.



Proof. By Lemma 1 we know that queries() discover a node pair,v € V with probability
atleastr = 1 — (1 —2-p- (1 — p))*. The expected number of edges discoveredbyan
be computed a& [edges discovered by] = >_,, .. Prlu,v discovered by)] > x - |E].
Similarily we obtainE[non-edges discovered 6y > « - |E|. Settingz = p and solving fork
gives the stated result. O

3.2 TheCaseof p =n®/n

Given an arbitrarily chosen constant N, in this entire section we set= 3/(6 - i + 5)
andp = n°/n. By a,(,c > 0 we always denote appropriately chosen constants, possibly
depending on. LetG,,, = (V. E) be arandom graph. BY = {uy,...,ux} C V we always
denote an arbitrary node subset of constant cardinalityM.@/) := U’;Zl N;(u,) denote the-
neighborhoodf U. TheeventA plays a central role in our discussion and is defined as fsllow
for eachu € U the size of itsi-neighborhood is bounded from above [3Y;(u)| < - (np)"
and the size of its-th layer is bounded from below b¥';(u)| > c(np)?, for some constants
¢, ¢ > 0. Additionally, there is no edge between the neighborhads) and V;(v), for all
pairsu,v € U.

Lemma 3 states that evedtholds w.h.p. Then in Lemma 4 we condition on evénand
show that a nodev € V' \ N;(U) is connected to two distinatth layersT’;(u) andT';(v),
for u,v € U, with probability Q(n=7), for a constant; < 1. We remark that the constant
is chosen carefully on a “borderline”: small enough such tleanma 3 still holds and large
enough for Lemma 4 to hold for some constgnt 1. These two lemmata can be applied to
prove that a query nodeis at the same distan@- (i + 1) from a nodex € V and a node
v € V w.h.p. Finally, we use this fact to show thaf{n“ - p) queries are needed to discover a
p-fraction of aG,, , graph in expectation, for some constant> 0. The proofs are based on
two very helpful lemmata in [9] which give the tight boundatsd in eventd on the size of the
i-neighborhoods and theth layer.

Lemma 3. Leti, e, p be as given above. Lét,, = (V, FE) be a random graph andd C V' a
constant cardinality node subset. Evehbn G,,, andU holds with probabilityl — O(n=?),
for an appropriate constant > 0.

Proof. We start by bounding the size of the neighborhoods:attdayers. For a node € V'
Lemma 2 from [9] states thaiV;(v)| < ¢ (np)" holds with probability at least — o(n™1), for
some constarit > 0. To see that this bound actually holds simultaneously fou & U with
probability1 — |U| - o(n™!) = 1 — o(n™1), simply consider the counter-events and apply the
subadditivity of probabilities. Note that the cardinality| is constant.

For a nodev € V Lemma 8 from [9] states that &, , is connected, we havé’;(v)| >
c(np)" with probability at least — o(n™!), for some constant > 0. This bound actually holds
simultaneously for alk, € U with probability1 — |U] - o(n™!) = 1 — o(n™!); again apply
the subadditivity of probabilities to see this. SinGg, is connected with probability at least
1 — o(n™!) for this range of, cf. [5], the connectedness assumption can be droppedhénm ot



words, the bounds on the size of thth layers of allu € U hold for anyG,, , with probability
1—o(n™t).

Combining both the bounds for the neighborhoods and the tsoiandhei-th layers of the
nodes inU/, we have shown that the first part of evehholds with probabilityl — o(n™!).

We now come to the second part of eventLetz = - (np)” and considet arbitrary node
subsets of cardinality at most The probability that there is no edge from one of these sabse
to another is at least

(1-p) )" > (1 - )@ > exp ( & E2<nzo>”) > exp(—c 07! - n)

for some constant > ¢*-¢/(1 — p). Witha = —(e — 1 + 2ie) = 2/(6 - i + 5) we get

exp(—c -n°t. 2"5) >1—c¢-n™

We conclude that with probability — ¢/ = 1 — O(n™%) there is no edge between any
of the ¢ subsets of cardinality. To see that this also holds for the constant number |U|

of neighborhoodsV;(u) as long agN;(u)| < z, for u € U, we consider neighborhoods in
iteratively defined subgraphs of the origir@l’p. Instead ofV;(u;) consider the neighborhood

NY(uy) in the random graptG = Gup \ (U \ {ul}) Forl < j < k we iteratively
define the random grapts”) = G,,, \ (Ueeqr, -1y N J(ug) U (U \ {u;})) for which u;’s

'''''

neighborhood is denoted W(J (uj). By construction the nelghborhoodéi(j)(uj) do not
overlap and cIearIyN (u])| < |N;(u;)| holds, forj € {1, ..., k}. Moreover, by constructing
NZ.( )(uj) in such a way, no information about the edges between theidhdil Ni(j)(uj) is
revealed. Each such edge is still present with probabilityr herefore if| N;(u;)| < =z, the
computation goes through as above, yielding: with proligbil — O(n~%) there is no edge
between any of the neighborhoodéj)(uj), j € {1,...,k}. In this case we obviously have
N () = Ni(uy).

Hence, the probability that the first and the second part ehied hold at the same time is
atleastl —o(n™!) — O(n™®) =1 — O(n~®). Once more, this can be seen by considering the
counter-events and applying the subadditivity of probeds. O

Lemma4. Leti, e, p be as given above. Lét,, = (V, F) be a random graph antd C V' a
constant cardlnallty node subset. Conditioned on everat nodew € V' \ N;(U) is connected
to bothI';(u) and I';(v') with probability Q(n=?), for distinctu, v’ € U and an appropriate
constant) < 4 < 1. This holds independently for all € V' \ N;(U).

Proof. Conditioning on event reveals no information about the presence of edges between a
nodew € V' \ V;(U) and anode € I';(u), foru € U. Such edge$w, v} remain to be present
indepedently with probability.> Therefore, the probability that € V \ N;(U) is connected

to bothT";(u) andT;(u'), for distinctu, v’ € U, is at least

(1= (1= p)mP")2 > (1 —exp(—p- c(np)))? = (1 — exp(—c - n~ )2,

INote on the other hand that by conditioning on evénwe know that no edge betweenc V' \ N;(U) and
anodev € N;(u) \ I';(u), foru € U, can be present. This will be used in the proof of Lemma 5.

v



With a = —(e — 1 +ig) = (3i + 2)/(6i + 5) this gives

—a 2
_ —eemmn2> (£ ) S o2y > QP
(L -expce )P 2 (FE5) 2 a0 2 ),
for some constant, with 2a < § < 1. Since the edges considered for differanto not
overlap, this holds independently for alle V' \ N;(U). O

Lemmab. Leti, s, p be as given above. Lét, , = (V, E) be arandom graph ang, v, v € V
three distinct nodes. A query adiscovers the node pair, v with probability O(n~%), for an
appropriate constant: > 0.

Proof. For the graph,,, andU = {u,v,q} we assume that event holds and under this
assumption show that w.h.g(q, u) = d(q,v) = 2(i + 1). In the following we concentrate on
d(q,u). LetV,,, € V\N;({u,v, ¢}) be some constant fraction of all nodes, i&., = |V, .| >
n/c for some constant > 1. This is possible, since by eveAtwe know|N;({u, v, q})| =
o(n).

To show thati(q, u) = 2(i + 1) w.h.p., it suffices to show that at least one of the nodes in
V,. 1S connected to both;(¢) andl’;(uw) w.h.p. Note that by construction no nodelip, can
be connected with a node iN;(q) \ I';(¢) or N;(u) \ I';(w). The probability that at least one
node inV,, is connected to both;(¢) andI';(u) by Lemma 4 and with appropriate constants
¢, o > 0,0 < 1is at least

1—(1—c-n P >1—exp(—c-n? ng,) >1—exp(—c/c -n'?) >1—exp(—'n®),

With at least this probabilityi(¢, u) = 2(i 4+ 1) holds. Note that by definition df,,, there is
still a constant fraction of all nodes left fdf, , and therefore/(¢, v) = 2(i + 1) holds w.h.p. as
well.

Combining this with the probability for event given by Lemma 3, we obtain thatis at
the same distance fromandv with probability 1 — O(n~%), for some constant > 0. Or
equivalently: a query at discovers the node pait, v with probability at mostO(n~¢). H

We are now ready to state our main theorem.

Theorem 6. Leti € N be a given constant and set= 3/(6 - i + 5), p = n°/n. To discover
a p-fraction of aG,,, graph in expectation, thRANDOM strategy needs at least(n® - p)
gueries, for some appropriately chosen constant 0.

Proof. Assume we neefl = o(n® - p) to discover g-fraction in expectation. Lef) be a set
of k queries returned by RANDOM. Then with Lemma 5 a@| E|] = Q(n?) we get

E[non-edges discovered 6y < Y > Pr[u,v discovered by

q€Q u,weV u#tv

< k-O(n™*)-n*=o(p)-E[E]].

This gives a contradiction and concludes the proof. O

8



3.3 Distances Within a Constant Cardinality Subset of the Nodes

We generalize the result in Lemma 5 to the case of distandeg&be the nodes of an arbitrary
constant cardinality subset df: all distances are identical w.h.p. for certain choices ahd

p = n°/n. We believe this property is interesting in itself, sincendtt necessarily seems
intuitive at first sight. It obviously does not hold for “eveparser” graphs (e.gp,= ¢/n) or
dense graphs (= ¢).

Theorem 7. With an arbitrarily chosen constarite N, lete = 3/(6 - i + 5) andp = n°/n.
LetG,, = (V,E) be a random graph and& C V a constant cardinality node subset. All
pairwise distances between the nodeF iare simultaneously equal &fi+ 1) with probability

1 — O(n~?), for an appropriate constant > 0.

Proof. We proceed as in Lemma 5, but instead of just two, we de(flgﬂa) disjoint sets/, , C

VA N;(U) with |V, ,| > n/d, foru,v € U and some constant > 1. Note that such a constant
exists, sinceU| is constant. The argumentation goes through for dgghindependently as
above, giving the statement of the theorem. O

4 Conclusion

We have introduced the notions of approximate network disgoand of discovering a large
fraction of a graph in expectation. Motivated by previousipotational experiments in random
graphs, we have studied approximate network discoveryei-th), model analytically for two
different ranges op. Surprisingly, we have been able to show that for congtamtonstant
number of queries suffices to discover a large fraction 6f,g in expectation, whereas for
certain small choices of the number of queries needed grows with

The analysis of the latter case also gave an interestingj fesaonstant cardinality subsets
of the nodes of &, ,,, for smallp: w.h.p. all nodes of the subset are at exactly the same distan
from each other.

It would be interesting to extend the analysis to other rargjg. Analytically analysing
network discovery in scale-free random graphs would be tef@st as well, in particular due
to the practical relevance. Many real world networks (dlwe,Internet graph or peer-to-peer
networks) are believed to have scale-free properties.

Acknowledgments. The authors would like to thank Martin Marciniszyn and KesBana-
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