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Abstract

The network discovery (verification) problem asks for a minm subset) € V' of queries in an
undirected grapliy = (V, E) such that these queries discover all edges and non-eddesgfaph. This
is motivated by the common approach of combining local mesmants in order to obtain maps of the
Internet or other dynamically growing networks. In the digte query model, a query at noglesturns
the distances from to all other nodes in the graph. We describe how the existeham individual
edge or non-edge i/ can be deduced by potentially combining the results of séreries. This
leads to a characterization of when a set of queagjésliscovers” the grapldz. In the on-line network
discovery problem, the graph is initially unknown, and thgoathm has to select queries one by one
based only on the results of the previous ones. We study thiggm using competitive analysis and
give a randomized on-line algorithm with competitive rafi¢,/n Tog n) for graphs om nodes. We also
show lower bound$)(y/n) andQ(logn) on competitive ratios of deterministic on-line algorithared
randomized on-line algorithms, respectively. In the afelnetwork verification problem, the graph is
known in the beginning and the problem asks for a minimum remobqueries to verify all edges and
non-edges. We show that the problem\i$-hard and present a\(log n)-approximation algorithm.

Keywords: communication networks, approximation algorithms, omlalgorithms

1 Introduction

The recent growing interest in decentralized networkshssthe Internet or sensor networks) introduced
many new algorithmic aspects different from those in stagatrally planned networks. A key difference is

that there is no central authority which holds a map of sucbtaork. Obtaining an accurate map, usually
modeled as a graph, is generally not easy due to the netwdykamic growth process. That is, before

the structure of a network can be analyzed and interpretssl heeds to measure the network in order to
discover its nodes and links.

A common approach to obtain a map of a network, or at least d gpproximation, is to make some
local measurements—which could be seen as local views afdtveork from selected nodes (also referred
to as vantage points)—and to combine these in an appropn@t@er. There is an extensive body of related
work studying various aspects of this approach, confer{#63.10, 18, 13, 14, 11, 3, 20,9, 1, 8, 7].

As measuring at a node is usually very costly (in terms of tiemergy consumption and money), the
question of minimizing the number of such measurementesnsturally. Nevertheless, it was proposed
only recently [4] to study this problem from a combinatogatimization point of view.

Beerliova et al. [4] introduce the network discovery andfieation problems, which ask to find a map
of a network with a small number of queries (measurementghd on-line network discovery problem only
the noded/ of a graphG are known in the beginning. An algorithm can make querie®dés of the graph
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and each query returns a local view of the graph. The taskeoéldporithm is to choose a minimum subset
@ C V of queries, such that the whole graph is discovered, i.eedgles and non-edges. The network
verification problem is the off-line version of the problefirhe whole graph is known to the algorithm and
the task is to compute a minimum set of querigsvhich verify all edges and non-edges. One possible
motivation for the off-line version is to be able to checkwidts few measurements as possible that a given
map is still correct.

Note that in order to discover a graph it might seem sufficierttiscover only the edges of the graph.
However, especially in view of the on-line setting it is afmressary to have a proof (i.e., discover) for un-
connected node-pairs that there actually is no edge bettheem An on-line algorithm can only know that
it has finished discovering the graph when both edges an@dgas have been discovered. Taking both into
account also makes it possible to in some sense quantify hak kmowledge about the network is revealed
by a given set of queries. Therefore, this small observatnd also be helpful when e.g. investigating the
quality of previously published maps of the Internet.

In [4], a very strong query model was used: a query at a nodweals all edges and non-edges whose
endpoints have a different distance fram That query model was motivated by the consideration that in
certain scenarios, it is possible to identify all edges arrtalst paths between the query node and all other
nodes. In this paper, we study the network discovery prolaledinetwork verification problem in the model
where a query; € V gives all distances from to any other node of the investigated gra@ghWe refer to
the on-line problem as BT-ALL—DIiSCOVERY and to the off-line problem asiBT-ALL—VERIFICATION.

This distance query modés much weaker than the model used in [4], in the sense thataijypa query
reveals much less information about the network.

There are several reasons that motivate us to study thexcéstpuery model. First, in many networks
it is realistically possible to obtain the distances betwaenode and all other nodes, while it is difficult
or impossible to obtain information about edges or non-edgat are far away from the query node. For
example, so-called distance-vector routing protocolskwosuch a way that each node informs its neighbors
about upper bounds on the distances to all other nodes hesitvalues converge; in the end, the routing
table at a node contains the distances to all other nodesa @ugry in our model would correspond to
reading out the routing table. Another scenario is the disgoof the topology of peer-to-peer networks
such as Gnutella [6]. There, with the Ping/Pong protocas passible to use a Ping command to ask all
nodes within distancg (the TTL parameter of the Ping) to respond to the sender [@heted Pings could
be used to determine the distances to all other nodes. Reratg@eeer networks, however, are often so large
that it becomes prohibitive to send Pings for larger valuek, @and there are also many other aspects that
make the actual discovery of the topology of a Gnutella ngtwery difficult [2]. Nevertheless, we believe
that our model is a good starting point for studying fundatakissues in the discovery of peer-to-peer
networks or other networks that support Ping/Pong-likequals.

Related Work. There are several ongoing large scale efforts to colleet idgiresenting local views of the
Internet, here we will only mention two. The most prominemé @s probably the RouteViews project [18] by
the University of Oregon. It collects data from a large nuntifeso called border gateway protocol routers.
Essentially for each router—which can be seen as a node Intdm@et graph—the list of paths it knows (to
all other nodes in the network) is retrieved. More recerahg due to good publicity very successfully, the
DIMES project [10] has started collecting data with the h&fla volunteer community, similar in spirit to
SETI@Home [19]. Users can download a client which colleethgin the Internet by executing successive
traceroute commands. A central server can direct eacht ¢fidividually by specifying which routes to
investigate.

Data obtained by these or similar projects has been useduiristies to obtain maps of the Internet,
basically by simply overlaying possible paths found by tespective project, see e.g. [14, 18, 10, 16].
Another line of research aims at inferring from such localws the types of economic relationships between
nodes in the Internet graph, cf. [11, 20, 9].

Beerliova et al. [4] propose the general problem of netwaskalery (verification) and study it for the
“layered graph” query model: a quegyc V returns all edges and non-edges between nodes of different
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distances from;. They present am(logn) inapproximability result for the off-line version and giee
randomized on-line algorithm with competitive rati{+/nlog n). The on-line algorithm presented in this
paper is based on a similar approach, but requires new ideas.

Network verification in the layered graph model is closellatedd to the problem of finding the metric
dimension of a graph, which can be defined as the cardindlidynoinimum subset of node3 C V' such
that every node in a given graph has a unique vector of distaiug) (see [12]). Such a minimum subset
is also called a basis of the graph and it is easy to see thaistihe same as a minimum query set in
the layered graph model. Khuller et al. [17] investigate piheblem of finding such a basis (and thus a
minimum query set). They present an eéyjog n)-approximation algorithm and investigate special graph
classes. Céaceres et al. [5] study the metric dimension ite€lan products of graphs and give many helpful
references, pointing out interesting connections to atlasely related problems.

Our Results and Outline. In Section 2 we start with some basic definitions concernatgvark discovery
and verification in the distance query model. We then giveaaiadierization of the queries that discover an
individual non-edge and the sets of queries that togettseoder an individual edge These characteriza-
tions will be very helpful in the remainder of the paper.

In Section 3 we show lower bounds on the number of queriesaueteddiscover or verify a graph, based
on the independence numbefG), clique numbets(G) and size of the edge-set of the graphi(G)]|.

For DIST-ALL—VERIFICATION we present polynomial time algorithms for basic graph @asschains,
cliques, trees, cycles, and hypercubes. For general gréamhgproblem turns out to b& P-hard and a
O(log n)-approximation algorithm is presented; see Section 4.

For DiIsST-ALL—DiscoVERY we show in Section 5 that no deterministic on-line algoritten be better
than O(y/n)-competitive and no randomized on-line algorithm can béebeéhanO(log n)-competitive.
Finally, we present our main result, a randomized on-lige@thm with competitive rati@ (y/n log n).

2 Definitions and Preliminaries

Throughout this paper we assume graphs to be undirectedoamécted. For a given gragh = (V, E),
we denote the number of nodes by= |V| and the number of edges by = |E|. For two distinct nodes
u,v € V, we say tha{u, v} is anedgeif {u,v} € E and anon-edgef {u,v} ¢ E. The set of non-edges
is denoted byZ. By G we denote the complement &f i.e.,G = (V, E).

A queryis specified by a node € V' and is called a quergt v or simply the queryw. In thedistance
query modethe answer of a query at consists of the distances fromto every node ofz. We refer to
sets of nodes with the same distance fromslayers We usel; or simply layer i to refer to the layer of
nodes at distancefrom the query node. Byi;(u,v) we denote the distance fromto v in G. We may
omit the subscripty if it is clear from context to which graph the distance refdrst D (Q), for @ C V,
be a collection of distance vectors, one veetgr(Q, v) for each nodes € V. The vectordg(Q,v) has
dimension|@|, and each component gives the distaiigéq, v) of one of the (query) nodes< @ to v; the
i-th component corresponds to théh query node. Thus, we wriB;(Q) # Dg(Q), for G’ = (V, E'),
if there exists at least one quegyc @ and a nodey € V such thatdg(q,v) # dg(q,v). Conversely,
D¢ (Q) = D/ (Q), if dg(gq,v) = der (g, v) holds for all querieg € @ and all nodes € V.

As opposed to the layered query model studied in [4], in te&adce query model a query at naddoes
not explicitly return edges or non-edges. We shall show,dvary how the information about the distances
of nodes to (possibly a combination of several) queries @aatitized for discovering individual edges or
non-edges of the graph. But first we give a formal notion of i@ mean by “discovering” a graph in
this model. Note that we use the two terms discover and vasif§istinguish between the on-line and the
off-line setting, they are otherwise equivalent (and we estimmes use the word “discover” also in the off-line

!Note: Atfirst sight it may seem that the only way to discoveedge in the distance query model is to query one of its intiden
nodes. It turns out that the query model allows more intéiciductions and that also edges at a large distance fronuérg q
nodes can be discovered. This will be explained in detaikicti®n 2.
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setting). l.e. the following definitions hold for both teriogt for simplicity are stated only for the network
discovery setting.

Discovering a Graph. A query set) C V for the graphG = (V, E) discovers the edgec F (discovers
the non-edge ¢ E), if for all graphsG’ = (V, E’) with Dg(Q) = D (Q) it must hold thate € E’
(e € E'). Q C V discovers the graply, if it discovers all edges and non-edgegof

Equivalent Definition. @ discoversG implies that any graplt?’ with D (Q) = D¢/ (Q) must have
the same edges and non-edges~an other words:G’ = G. Conversely, if a query s&p for G yields
D¢ (Q) = D¢/ (Q) only for G = G and for no other graph, the® discoversG (since it clearly can
discover each edge and non-edge individually).

This gives an equivalent definition: A query €¢tC V discovers the grapli = (V, E), if for every
graphG’ = (V, E’) # G at least one of the resulting distances changesDg&(Q) # D¢ (Q). Intuitively,
the querieg) which discover a grapty’ can distinguish it from any other graghf (sufficient and necessary
condition).

Characterizing the Queries Discovering a Non-Edge. If we look at a particular non-edgec E, there
exists a query; € @ that confirms this non-edge to bedh

Observation 1 For G = (V, E) the queriesp C V discover a non-edgéu, v} € E if and only if there
exists a query € Q with |d(q,u) — d(g,v)| > 2.

Proof. The implication “=” is easy to see: Clearly, if there is a querguch thatd(q, u) — d(q,v)| > 2,
then{u,v} is a non-edge. To see the second implicatien’; assume thafu, v} is a non-edge and that
(for contradiction) every query nodegives|d(q, u) — d(q,v)| < 1. We show that if u, v} was an edge, the
distances returned iy would not change. Indeed,andv are either in the same layer or in two consecutive
layers of a query;. Therefore adding an edde, v} into G cannot decrease a distance froio any other
node. 0

For a query; and{u, v} € E with |d(q,u) — d(q,v)| > 2, we say that; discovers the non-edde:, v}.

Lo Ly Ly L3 Ly L3 Ly Li L
U3 Vs
V2 V4
Figure 1: Edg€vs, v4} of a graph (left) is discovered by the combination of queaiesodes); andwg; the
distances to the query node (middle) andvg (right) are depicted via layers of the graph

Characterizing the Sets of Queries Discovering an Edge.An edge may be discovered by a combination
of several queries (this is a major difference to the laygragph query model of [4], where the set of edges
and non-edges discovered by a set of queries is simply thmn wifithe edges and non-edges discovered
by the individual queries). If a node is in layeri + 1 of a querygq, this shows thatv must be adjacent

to at least one node from layer If layer ¢ has more than one node, then in general it is not clear which
node from layeri is adjacent tav. Figure 1 shows an example of how a combination of two quexdes
discover an edge even if each of the two queries alone doedismiver the edge: The eddes, v,} is
neither discovered by a query@at nor by a query atg alone. The query at; reveals that, is connected
either tov, or tovs. The query atg identifies{vs, v4} as a non-edge. From these two facts one can deduce
thatv, must be connected to;, i.e., {vs,v4} IS an edge. This discussion is generalized by the following
observation.



Observation 2 For G = (V, E) the queries) C V discover an edgdu,v} € E if and only if there is a
queryq € @ with the following two properties:

(i) The nodes: andv are in consecutive layers of quefysay,u in thei-th layer L; andv in the (i+1)-th
layer L; 1, and L; \ {u} does not contain any neighbor of

(i) The queries? discover all non-edges betweerand the nodes iti; \ {u}.

Proof. We again start with the easy directior=": From the result of query; in (i) one can deduce that
there must be an edge from some nodé irio v. From (ii) it follows that{u, v} is the only possibility for
such an edge.

For the implication =", we give a proof by contradiction. Assume that the querycgetiscovers the
edge{u,v}. Observe that if (i) does not hold, then all queries yieldshene results ifu, v} is removed
from G. To see this, consider an arbitrary quefye Q. If u,v are originally at the same distance frafm
they also will be at the same distance after removingv}. If u,v are originally at different distances
from ¢/, sayu € Ly andv € L1, we know that since (i) does not hold,has another neighbor in
Ly \{u}. Therefore, we know thatis in L,/ ; even after removing the edde, v}. So in this case as well,
D¢ (Q) does not changes if we remoye, v}. This contradicts our assumption ti@tiscovers{u, v}.

Thus, we can assume that (i) holds. For each @ for which (i) holds, assume that (ii) does not hold.
Let ¢ be a query for which (i) holds. Assume thais in layer L; of that query and is in layerL; 1. As (ii)
does not hold, there must be at least one non-eglge {u’, v} for someu’ € L, that is not discovered by
(). We modify the grapltF as follows: We remove the edde;, v}, and we add the edgeg for all ¢ € Q
for which (i) holds (these edges are not necessarily distinct). It is easy to see that thdtieggraphG’
satisfiesdD ¢ (Q) = D¢ (Q), proving that() does not discover the edde, v} in G, a contradiction.  [J

We say that a query for which (i) holds ispartial witnessfor the edge{u,v}. The word “partial”
indicates that the query alone is not necessarily suffideeiscover the edge; additional queries may be
necessary to discover the non-edges required by (ii).

We conclude that a set of queries discovers a gr@pih and only if it discovers all non-edges and
contains a partial witness for every edge.

3 Lower bounds

In this section we show lower bounds on the number of queeesled to discovelr. We relate this number
to the independence numberof the graph, to the clique number of the graph, and to the number of
edgesn.

Lemma 1 For any graphG with independence numberand diametetliam > 2, at Ieastlog(dmn1 ()—1
2
queries are needed to discov@r If diam = 2, we need at least — 1 queries.

Proof. Let Ay C V be an independent set of siae Any queryq splits the nodes into at mogiam + 1
layers. In layer O there is onlyitself. We merge each pair of consecutive laygrs- 1 and2i, fori > 1,

so that we obtain at most := [d"%l new layersL; (the last new layer may consist of a single original
layer). Queryg does not discover any non-edge whose endpoints lie witld@rséime new layer. At least

«a — 1 nodes of the independent s&j are distributed among th@ new layers (one node ofy may be the
query node, which is not in the new layers). Thus, there mest bew layer; with at least(aw — 1)/
nodes fromA,. Let A; denote the set of these nodes.(df — 1)/5 > 1, then we need at least one more
query to discover the non-edges withi. After the second query, there is a new layer containing at
least(|A1| — 1)/8 > ((a — 1)/ — 1)/8 nodes fromA;, and the argument can be repeated. d.gtfor

k > 1, denote the size of the biggest subsetdgffor which the queriegq, ..., ¢, do not discover any

non-edge. By the arguments above, we haye> a;, whereay = o anda;, = a’“*é* for k > 1. We get
. k_ . . .

ak:g—k—ﬁik—%—...—%,l.e.ak:%(a—%)lfﬂ> landay = a — kif 8 = 1. If k queries
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bodies
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Figure 2: Legs, bodies, spiders and connectors in a tree

discoverG, we must have that;, < 1. For = 1 we getk > a—1. For3 > 1 we getg**! > 1+ a(5—1),
i.e.kzlogﬁa—klogﬁ(ﬂ—l—i-é)—1zlogﬁa—l. O

Lemma 2 For any graphG with clique numbet we need at least — 1 queries to discovef.

Proof. Consider a cliques,, C G of sizew. Letq be the first query. The nodes Af, appear in at most two
consecutive layersandi + 1 of queryq. Observe thay is a partial witness of an edge frofj, if and only

if there is exactly one nodefrom K, in layeri and the rest is in layer+ 1. Moreover,q is a partial witness
only for edges incident on. After querygq, there is still ak,, 1 for which no query has been made that is a
partial witness of any of its edges. Therefore, by inducfissing the fact that one query is necessary for a
K, as the base case), it follows that we need at leastl queries to discovet. g

Lemma 3 Any graphG with n nodes andn edges needs at least/(n — 1) queries to be discovered.

Proof. Consider the layers of an arbitrary querg V. For each node on layeri, ¢ can be a partial witness

for at most one edgéu, v} with « in layeri — 1. Therefore,g can be a partial witness for at most- 1

edges. Since a set of queries that discoveraust contain a partial witness for each of theedges oi,

the bound follows. O
This lower bound shows that graphs with a super-linear nurobedges need a non-constant number

of queries to be discovered.

4 Network Verification

4.1 Polynomially Solvable Cases

Lemma 4 G needs 1 query to be discovered if and onlkiis a chain. A cliques,, needs: — 1 queries to
be discovered.

Due to space restrictions the proofs of Lemma 4 and 5 havedeferred to the appendix. The example
of the cycle with4 nodesC; shows that there is a graph that needs 1 queries to be discovered and is
not a clique. (The same holds for graphs that are obtained ffg by deleting one edge, for > 4.) In
general, for cycles the following lemma holds.

Lemma5 A cycleC,, n > 6, needs 2 queries to be discovered.

Now we characterize the optimal query set for a tfed-or this, we define &g to be a maximal path
in the tree starting at a leaf and containing only verticedegfree at most 2, see Fig. 2. Thereford! il
not a chain, there has to be a nadef degree greater than 2 adjacent to the last vertex of theé/egcall
u abodyand we say that the leg &ljacentto its bodyu. The bodyu with all its adjacent legs is called a
spider Nodes that are not part of a spider are callednectorgi.e., nodes that are not in a leg and have no
adjacent leg).



Lemma6 LetT = (V, E) be a tree that is not a chain. Denote By C V' the set of bodies of the graph.
Letl,, for b € B, be the number of legs adjacent#oLet T'[B] be the induced subgraph @f on vertex
setB. LetVC(T'[B]) denote a minimum vertex cover BfB]. Then the minimum number of queries to
discoverTis ) ;. z(ly — 1) + [VC(T'[B])|.

Proof. We show first that we indeed need at least that many queriesthisoobserve that if there is no
query in two legs adjacent to a body, then we cannot discévenon-edges formed by vertices of the two
legs at the same distance from the body. Therefore therehmesdt least one query in every leg but one of
any body. Moreover, if there are two legs of two different iesdvhich are connected by an edge then there
has to be at least one query in one of the legs. Otherwise wmtdrscover the non-edge between vertices
of the legs at the same distance from their bodies. Therdforany two bodies connected by an edge at
least one of them has a query in every leg. Observe that theswdth all legs containing a query form a
vertex cover ofl'[B] and therefore a minimum vertex cover gives a lower bound emtimber of spiders
that have a query in every leg.

To prove that the claimed number of queries is sufficient, amstruct a query se&p in the following
way. We compute a minimum vertex cover®BfB] (which can be done in polynomial time on trees). Let
be a body. We add the leavesigi— 1 of its legs toQ. If u is in the vertex cover, we add also the leaf of the
last (thel,-th) leg toQ.

We show now that) discoversT’. We start with non-edges. Lév, w} be a non-edge. We distinguish
several cases. First, consider the case thatbatidw are from legs. Consider the following subcases.

1. v andw are from the same leg. Clearly, the non-edge is discoverehpyuery.

2. v andw are from different legs, and there is a querin the leg where orw is. This query discovers
the non-edge. (Note that there must be a query in the legoofw if they are in different legs of the
same spider, or in legs of spiders whose centers are adjacent

3. v andw are from different spiders centered«at@and«’, which are not neighbors, and there is no
query in the legs containing andw. Let the path fromu to v’ beu, z,...,y,u/, wherex = y is
possible. Lely be a query from a leg adjacent to a bddguch that the path frorh to « does not
containz, possiblyb = u. Letd, be the distance from to v, d,, be the distance from’ to w
and letd > 2 be the distance betweenandu’. If ¢ does not discover the non-edge, w} then
|d(q,v) —d(q,w)| = |d, — (d+ d\,)| < 1. Then a query,’ from a leg adjacent to a body such that
the path from’ to «’ does not contain satisfiegd(q’, v) — d(¢', w)| = |(d, + d) — dy| > 3 and thus
¢ discovers the non-edge.

Now, consider the case that at least one of the two nodestheagodev, is not from a leg. Then any
query that is closer to than tow discovers the non-edge. Observe that such a query alwasts exi

Therefore discovers all non-edges. We claim now tiiadiscovers all edges. For this observe that for
atreel’ any query is a partial witness for every edge. To see thisimeafe tree rooted at the query node.
ThereforeQ discoversl’, which concludes the proof. O

Lemma 7 A query set discovering @dimensional hypercubél, is a vertex cover and any vertex cover
verifies a d-dimensional hyperculbg; for d > 4. A minimum vertex cover discovelf,. Therefore we need
24=1 queries (size of a minimum vertex coverHp) for d > 3.

Proof. First we show that a query s€tthat discovers the given hypercubg is a vertex cover. Lefu, v}
be an arbitrary edge. Recall that we can label the nodes bfyiirercube byl-dimensional vectors such that
there is an edge between two vertices if and only if theirlebave Hamming distance 1. Now, suppose
that neitheru nor v is in Q. We show that no other query is a partial witness for the edge}. Letq
be a query. W.l.o.gu is closer tog thanv is. Therefore, w.l.o.g.ux = 000...0 andv = 100...0 and
q = q192 - .. qq, Whereq; = 0. There must exist ah> 1 such thaty; = 1. Thenw = 10_. .1.010...0 IS
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a neighbor ofv and is at the same distance frgnasu, and therefore; cannot be a partial witness for the
edge{u, v}. Thus,Q does not discoveH ;.

Now we show that an arbitrary vertex cover discovEiswhend > 4. Clearly, a vertex cover discovers
all edges. We show that it discovers also all non-edges.{Lget} be a non-edge if#,. If v orv are in
the vertex cover, the non-edge is discovered. We assume haivwe¢itheru nor v is in the vertex cover.
W.l.o.g.,u = 00...0andv = 1...10...0, k > 2. If k = d, i.e.,v is antipodal tou then10...0 is a

neighbor ofu and therefore in thg vertex covell. .. 0 has a distancd — 1 to v and distancd to « and
since(d — 1) — 1 = d — 2 > 2 the query at this node discovers the non-eflgev}. If & < d then vertex
0...01 (neighbor ofu and therefore in the vertex cover) has distahce 1 to v and distancd to » and
therefore the distance differencekis> 2 and thereforgw, v} is discovered.

Ford = 3, observe that"\ {000, 111} is a vertex cover, but does not discover the non-¢dge, 111}.

On the other hand this is not a minimum vertex coverfgrand therefore a minimum vertex cover Bk

has to contain a vertex from every antipodal pair (and tloeeediscovers every such non-edge). To discover
a non-edggu, v} of vertices at distance 2 from each other, i.e., w.l.aug= 000 andv = 110, note that
111 has to be in the vertex cover if nonewfv is in it, and111 discovers the non-edde:, v}.

Finally, we note that the size of a minimum vertex coverffy, d > 1, is 2¢-1 To see this, observe
that every vertex can cover at maeseédges. The hypercube hé\%dd edges and therefore a lower bound on
the size of any vertex cover #~!. One can easily check that all vertices with even Hammingdée to
the origin00 . . . 0 form a vertex cover and the number of such verticeis . O

4.2 NP-Hardness

We consider the complexity of thel®T—ALL—VERIFICATION problem and show that it {8 P-hard. First
we prove a useful lemma.

Lemma 8 To discover a non-edge in a graph of diameter 2, one of its eintfphas to be a query.

Proof. A non-edge{u, v} is discovered by a query, if the distances frong to v andv differ by at least
2. Sincediam = 2, any node other thaq is at distancel or 2 and therefore a query ¢ {u,v} cannot
discover the non-edgfu, v}. O

Theorem 1 The problenDIST-ALL—VERIFICATION is A/P-hard.

Proof. We present a polynomial time reduction from theRfEx—COVER problem to our problem. Let
G = (V,FE) be a given graph for which a vertex cover is to be found. Théchdea is to create the
complementG of G and add a new nodeto the graph and connect it to all other nodes. The resulting
graphG’ has diameter 2. According to Lemma 8 a query @eterifying G’ contains a node for every
non-edge. Thus, discovering the non-edge§'icorresponds to finding a vertex coverGh To verify also
the edges ofs’ we may need more queries, however, and the number of theg@addqueries may vary.
Therefore we modify the construction 6f in order to force an additional fixed (or more precisely: tigh
bounded) number of queries which discover all edges. Agairstart withG;, but now as a next step we
replace every edge @ by a path of length 2, i.e., we introduce a new nadg, for every edge{u, v} and
remove this edge from the graph and add two edges,, v} and{w, ,, v}. Finally, as before we connect
a new nodss to all other nodes, forcing a diameterf

Observe that the set of nod®s := {w,, | {u,v} € E(G)} forms an independent set and that every
edge from is a non-edge i6-’. Lemma 8 implies that an optimal set of queries@mneeds at leastV|—1
nodes fromi/, otherwise at least one non-edge between two nod&s ia not discovered. Furthermore,
Lemma 8 implies thaf) also yields a vertex cover f@r (by queries which are disjoint froi’).

Let C' be a minimum vertex cover a. We show now that := {s} U W U C verifiesG’. Querys
discovers all edges incident an ¥ discovers the rest of the edges (no edge remains which iscident
on W) and the non-edges incident &1. The only information missing is about non-edges withimn G’,
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Figure 3: Graph used in the proof of the lower bowhd,/n) for on-line algorithms (left and middle); layers
after query at vertexy, (right)

which are discovered bg'. Therefore, we proved th&t’ can be discovered witf5| = 1 + |[W| + |C|
queries. Let) be an optimum query set fai’. Let C’ be the set of queries fro@ N V. This has to be a
vertex cover of7, otherwise we do not discover all non-edgeg:in We have from the previous discussion
Q| > |W| — 1+ |C’|, since@ has to contain at leastV’| — 1 nodes ofi¥’. Therefore, the size &’ is at
most|C| 4+ 2. Hence, an optimal query set fof can be used to obtain a vertex cover dthat contains
at most two nodes more than the optimal vertex cover. SireeT¥#x—COVER is N'P-hard to approximate
within a factor of7/6 — ¢ by [15], the problem DsT-ALL—VERIFICATION is N'P-hard. O

4.3 Approximation Algorithm

We present a® (log n)-approximation algorithm for B3T-ALL—VERIFICATION that is based on the well-
known greedy algorithm for the set cover problem. This témpl was also used to derive thElogn)-
approximation algorithm for placing landmarks in graphst@ork verification in the layered graph query
model) in [17].

Theorem 2 There is anO(log n)-approximation algorithm foDIST-ALL-VERIFICATION.

Proof. We transform an instanc@ = (V, E) of DIST-ALL—VERIFICATION into an instance of the set
cover problem as follows. The edges and non-edges form thengrsetF U E for the set cover problem.
For each query; € V, we introduce a subsef, = U, U W, of the ground set, formed by the g€} of
non-edges it verifies and the 3éf, of edges for which it is a partial witness. By Observationand a,

we can computé/, andW,. As a set of queries verifieS if and only if it discovers all non-edges and
contains a partial witness for every edge, there is a dimtespondence between set covers and query sets
that discoverG. The standard greedy set cover approximation algorithrasgan approximation ratio of
O(log|E U E|) = O(log (3)) = O(log n). O

5 Network Discovery

5.1 Lower Bounds for Online Algorithms

We present a lower bound 6f(,/n) on the competitive ratio of any deterministic on-line algon for
the problem DsT-ALL—-DISCOVERY. We also obtain af(log n) lower bound on the competitive ratio of
randomized on-line algorithms.

Consider the grapty;, from Figure 3. It is a tree built recursively from a smallere(s;, | as depicted
in the figure. Alternatively(; can be described as follows. Start with a chain of lerigth- 1 from x to
vi. Forl <4 < k, the node on the chain at distarize— 1 from z is labeled ag;. To each such nodg,

1 < i < k, we attach another chain (which we cath) of length2i — 1, starting atv;. The numben, of
nodes ofG), satisfies, = ni_, + 1 + 2k for k > 1 andn; = 3. Hencen, = k% + 2k.

Gy, is a non-trivial tree and, by Lemma 6, the optimum number cfrips is2. Now consider any
deterministic algorithmA. As all vertices are indistinguishable #y we may assume that the initial query
qgo made byA is atvg. This sorts the vertices into layers according to theiratise fromwv,. There is
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no non-edge discovered within the layers. In particulee, tbn-edge{z, y} in G; (see Figure 3) is not
discovered. We now show thatneeds at least additional queries to discovétrz, i }.

Observe that in the rightmost arm (attachedtpwe have vertices from every layed picks a vertex
from some layer; and, because all the vertices in this layer are indistirmgoke for A, we may forceAd
to pick the vertex from the rightmost arm. Such a query in ightmost arm does not reveal any new
information withinG,_1. The vertices within one layer a¥,_; remain indistinguishable foA. Thus,
when A places its first query id7;_1, we can force it to be at a node frof¥, ;’s rightmost arm. Clearly,
we can continue recursively in this manner and therefore avefarce A to query in every arm before it
discovers{x, y}. This yields thatd needs at least + % queries to discovey.

Sincen, = k* 4+ 2k, we have that = ©(\/n;). Together with the fact that the optimum needs 2
gueries, we get the desired lower bound.

Theorem 3 There is naw(/n)-competitive deterministic on-line algorithm fBnsT-ALL—DISCOVERY.

Due to space limitations, the proof of the lower bound ford@mized on-line algorithms—giving the
following theorem—has been moved to the appendix.

Theorem 4 There is nm(log k)-competitive randomized on-line algorithm forsT—ALL—DISCOVERY.

5.2 Randomized Online Algorithm

In this section we present a randomized algorithm fos T BALL—DISCOVERY. The algorithm has com-
petitive ratioO(y/nIogn), which is very close to the lower bourd \/n) for deterministic algorithms but
leaves a gap to the lower boufiflog n) for randomized algorithms.

The algorithm is a (non-straightforward) adaptation ofrdmedomized algorithm for network discovery
in the layered graph query model given in [4].

Theorem 5 There is a randomized on-line algorithm with competitiveaa@ (y/nlogn) for DIST-ALL—
DISCOVERY.

Proof. The algorithm runs in two phases. In the first phase it makés Inn queries at nodes chosen
uniformly at random. In the second phase, as long as thettdliars undiscovered paifu,v} (i.e., the
queries executed so far have not discovered whedther} is an edge or non-edge), the algorithm executes
the following. First, it queries both andv. This discovers ifu, v} is an edge or non-edge. In case itis a
non-edge, the algorithm then knows from the queriesatdv the setS of all queries that discoveru, v}:

S is the set of vertices for which |d(u, w) — d(v,w)| > 2. The algorithm then queries the whole et

In case{u, v} is an edge, the algorithm distinguishes three cases. Fiteg queries at: andv discover

a non-edge, sayu,w}, that hadn't been discovered before, the algorithm prazedth the pair{u, w}
instead of{u, v} and handles it as described above. Second, if the numbergbfiees ofu and the number

of neighbors ol is at most\/\l/%, then the algorithm queries also all neighborsi@ndwv (notice that after
qgueryingu andv we know all their neighbors). With this information we knometsetS of vertices that are
partial witnesses fofu, v}: a vertexw is in S if and only if the two vertices are at distanceandi + 1
from w and all the neighbors of the more distant vertex are at dist&in+ 1 or ¢ + 2. Third, if either the
number of neighbors aof or the number of neighbors afis more than%, the algorithm does not do
any further processing for this pair (i.e., this iteratidrttee second phase is completed) and proceeds with
choosing another undiscovered pfif, v’} (if one exists).

The algorithm can be viewed as solving afNG SET problem. For every non-edde:, v} let S, be
the set of vertices that discovét, v}. Similarly, for every edgdu, v} let S, denote the set of all partial
witnesses fo{u, v}. The algorithm discovers the whole graghif it hits all setsS,,, for {u,v} € EUE.

In the first phase, the algorithm aims to hit all the s&tsof size at least/n In n. Then, in the second phase,
as long as there is an undiscovered Rairv}, the algorithm queries the whole s&t,; if {u, v} is an edge,
it also queries all the neighbors e@fandv in order to determin&,,,,, except in the case where the degree of
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u or v is too large. In the case that the undiscovered paiw} is an edge for which a partial witness has
already been queried before, the query ar v must discover a new non-edge, and the algorithm uses that
non-edge instead dfu, v} to proceed.

We analyze the algorithm as follows. L@tPT" be the optimal number of queries. Consider a pair }
for which the setS,,, has size at leasyn Inn. In each query of the first phase, the probability that is

not hit is at most — —“‘71“" =1 —Ylan Thys, the probability thaf,,, is not hit throughout the first phase

: vn
IS at most .
3Vnlnn S\
Vinn\ o Vinn | Vi C3mn 1
- =75 <e - .
n n n

There are at mog,) setsS,,, of cardinality at least/n Inn. The probability that at least one of them is not
hit in the first phase is at mo¢f) - 1 < 1.

Now consider the second phase, conditioned on the everttihétst phase has indeed hit all sétg,
of size at least/n Inn. If the unknown pair{u,v} is a non-edge, after queryingandv we know S,
and querying the whole sét,, requires at most/n Inn queries (note thatS,,| < vnlan if {u,v} is
a non-edge that hasn’t been discovered in the first phas#)e pair{u, v} is an edge and the queries at
u andv discover a new non-edge, the algorithm proceeds with thategige and makes at mogt: Inn
further queries (as above), hence at mgstinn + 1 queries in total for this iteration of the second phase.

Otherwise, if the number of neighbors#find ofv is bounded beLL and we query also all neighbors of

u andv to determine the sef,,,,, amounting to at moﬁ\ﬂ queries, and then the s8&},,, giving another

vnlnn queries (sinces,,, hasn't been hit in the first phase). In total, we make at masin n + 2\/‘%
queries in this iteration of the second phase. Consideretimaining case, i.e., the case where the unknown
pair {u,v} is an edge, no partial witness for the edge has been querietebandu or v has degree larger
than \# Assume that there are iterations of the second phase in which the unknown pais falio
this case. Note that no node can be part of an unknown pairanstweh iterations. Hence, we get that
2|E| > k\/\/; and, by Lemma 3D PT > ‘n‘ > 2:\/% = 2\/7]:lnn and thereforé < 2vnlnn - OPT.

Now, let/ denote the number of iterations of the second phase in whiekdtS,,, was determined and

queried (i.e., all iterations except thaterations discussed above). We call such iteratgomditerations.
The overall cost of the second phase is at nf@&t Inn + 26\/\1/% + 2k. Clearly, OPT > ¢, because no

two unknown pair§u, v} considered in different good iterations of the second pleasebe discovered by
the same query (or have the same partial withess). Therifereost of the algorithm is at ma¥t/n Inn +
— O(y/nTogn) - OPT.

Sowe have that with probability at ledst- L, the first phase succeeds ai@h/nlog n) - OPT queries
are made by the algorithm. If the first phase fails, the algorimakes at most queries (clearly, the
algorithm need not repeat any query). This case increaseexipected number of queries made by the
algorithm by at mos-n = 1. Thus, we have that the expected number of queries is at@@gh log n) -
OPT + in = 0O(y/nlogn) - OPT. O

nlnn

6 Conclusions and Future Work

In this paper, we have studied network discovery and netwerication in the distance query model. We
have shown that the network verification problem\i¢>-hard and have given af(log n)-approximation
algorithm. For certain graph classes there exist polynbopdmal algorithms or easy characterizations
of optimal query sets. For the network discovery problem,haee presented lower bounds @f/n)
andQ(logn) on the competitive ratio of deterministic and randomizedioa algorithms, respectively, and
designed a randomized on-line algorithm that achieves etitive ratioO(y/nlogn).

The query model studied in this paper is motivated by realdvecenarios such as discovering the
topology of a network that uses a distance-vector routigogol by analyzing selected routing tables. An
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interesting direction for future work would be to considemare realistic model where queries can only
be executed at certain nodes of the network; this is motiviayethe fact that only a rather small subset of
nodes in the Internet or in a network such as Gnutella carabigtoe used for queries. While our off-line
results translate to such a model with forbidden query nodastraightforward way, it is not clear whether
our on-line algorithm can be adapted to this model or a diffeapproach needs to be employed.

Other query models may be suitable for other applications ekample, a query given by nodesindv
could returns all shortest paths betweeandw (or just one shortest path); or a query at nedmuld return
the distances to all nodes that are within distance at mfr&tm v. Changing the objective of the problem
leads to other interesting variants, e.g., one could asth®ominimum number of queries that are required
to determine the diameter or the value of some other gra@npeter of the network.
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Figure 4: CycleC,, can be discovered by queriestgtand v,

A Omitted Proofs

Proof of Lemma 4. If GG is a chain, then clearly a vertex of degrediscovers the chain. On the other hand,
if one queryq discovers the whole grapfi, observe thaty cannot discover an edge or non-edge between
two vertices at the same distance frgm Therefore, the vertices @ have unique distance fromand
thereforeG is a chain.

The second part of the statement follows from Lemma 2 ancesinth n — 1 queries each edge has at
least one incident query and therefore will be discovered. O

Proof of Lemma 5. By Lemma 4 we have that 1 query does not discover a cycle. We sloav that 2
queries are enough. We argue fobeing odd, i.e.p = 2k + 1. Similar arguments can be given for even

LetV = {vo,...,v,—1} be ordered according to their appearance on the cycle.qlLet v, and
g2 = v9 be two queries af’,,. Queryv, divides the vertices into layers according to the distahcevery
layeri > 1 there are 2 vertices; andv,,_; (see Figure 4). Observe thatis a partial witness for all edges
except{ vy, vp+1}, andg, is a partial witness fofvy, vig11 } (cf. Figure 4).

Queryq, discovers all non-edges between vertices from non-neigidpdayers. We show thag dis-
covers all the remaining undiscovered non-edges of fypev,—; }, {vi, vp—i—1 } and{v; 11, v,_;}, fori =
1,2,...,k — 1. Notice that{vy, v,—1 } and{vy, v,_o} are the only unknown non-edges incident.grafter
queryq;. Observe that ifi > 6, queryqgs discovers these non-edges. Hence we consider an unknown non
edge{v,, vy} Wherea > 2anda < kandb > k+1,b € {n—a+1,n—a,n—a—1}. The distance,, from
v9 t0 v, can be used to bound the distancej@s follows:d(va, vy) > min{d + (dg — 1), dq +2} > dy +2
(by considering the lengths of the two paths frogrto v, via vy or viawvy). Thus the distanced g2, v,) and
d(qe, vp) differ by at least two and thereforg discovers the non-edde,,, vy}

We showed thag; andq, discover all non-edges and are partial witness for all edglsreforeg; and
g2 discover the cycl€),, . O

Proof of Theorem 4. To show a lower bound on the competitive ratio of any randewhialgorithm A
against an oblivious adversary, we use Yao’s principle:[Zhe (worst case) expected number of queries of
arandomized algorithm (against all inputs) is at least the expected number of ga@fithe best determin-
istic algorithm for any input distribution. Thus, to shovetlower bound for any randomized algorithm, we
create a set of instances and a probability distributionsdmmv that any deterministic algorithm performs
badly on this input distribution in expectation.

The input sey;, is as follows. The graph is always isomorphiocdg (as shown in Figure 3). Let layer
L; be the set of all nodes at distanciom v,. The input distribution is constructed by permuting theelab
(identities) of the nodes in each layky, 1 < i < 2k — 1, using a permutation chosen uniformly at random.
Let A be any deterministic algorithm. Ld{f, denote the expected number of queries madellpn an
instanceG, from G, assuming that a query af (or at some node outsid&y, if the Gy, is part of a larger
tree) may have been made already but no other query idgideas been made. When the algorithm makes
the first queryy inside G, there are the following cases. If the queris made at some;, at the parent of
v;, Or at a node in the arm attached to the parent of the parent tien after the query there is still@
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such that no query has been made in it (except possibly atatey). In that case, we say thaig remains
The expected number of queries required to discavgis then E;. If the queryq is made at one of the
children ofv;, no G; remains, and the algorithm may not require any additionatigs. Lettingp; denote
the probability that &~; remains after the first query, we hae > 1 + Zf:‘f i ;.

The algorithm makes the first query insidg at some layey. Since the labels of the nodes of layer
have been permuted randomly, each of the nodes in laigeequally likely to be the query node. For each
layer, the probability that &; remains (possibly as part of a remaini6g for i > 7) after a query in that

layer is at Ieas;f_lk—1 foreachi € {1,2,...,k — 1}. (The minimum is achieved at the leaf layer.) Hence, we
get
=1y
E,>1 —F;
R 2

i=1

for k > 2 andEy = 1. This impliesEy, > Hyy1 — 3 = O(log k), whereH,, = Sh 1 denotes thé-th
harmonic number. Noting th& PT = 2 and applying Yao’s principle, we obtain the theorem. O
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