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Abstract

The problem of inferring customer-provider relationships
in the autonomous system topology of the Internet leads to
the following optimization problem: given an undirected
graphG and a setP of paths inG, orient the edges of

G such that as many paths as possible are valid, meaning
that they do not contain an internal node with both inci-
dent edges on the path directed away from that node. The
complexity of this problem was left open by Subramanian
et al. (“Characterizing the Internet hierarchy from multiple
vantage points,” INFOCOM 2002). We show that finding
an orientation that makes all paths valid (if such an orien-
tation exists) can be done in linear time and that the maxi-
mization version of the problem j§"P-hard and cannot be
approximated withinl /n' = for n paths unlessV"’P=co-

RP. We present constant-factor approximation algorithms
for the case where the paths have bounded length and prove
that the problem remaind’P X'-hard in this case. Finally,

we report experimental results demonstrating that the ap-
proximation algorithm yields very good solutions on real
data sets.
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1 Introduction

The Internet is a huge, complex network whose present
state is the outcome of a distributed growth process without
centralized control. Because of the importance of the Inter-
net as our basic communication infrastructure, significant
research efforts have recently been devoted to the discov-
ery and analysis of its topology. The Internet topology can
be considered either on the level of individual routers and
hosts or on the level cddutonomous systenfsubnetworks
under separate administrative control). In this paper, we fo-
cus on the autonomous system (AS) topology of the Inter-
net. The AS topology can be represented as an undirected
graph: each vertex corresponds to an AS, and two vertices
are joined by an edge if there is at least one physical link
between the corresponding ASs. The AS topology has been
investigated by a number of authors, see e.g. [6, 15, 4, 17].
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Different ASs exchange routing information using the
Border Gateway Protocol (BGP). If an A% is connected
to another ASY, it announceghe routes to a certain set
A(X,Y) of destination addresses 0. This implies that
whenY has a packet with a destination in the 4¢X, V),
it can forward the packet to the A%, becauseX knows
a route to that destination. An AS may choose not to an-
nounce all routes that it knows to all of its neighbors; this
decision is determined by the routing policy it employs.

While the AS topology provides information about
the connections between ASs, it has been pointed out in
[9] that it is also important to know the economic relation-
ships between ASs, because these relationships determine
the routing policies and thus the paths that packets can po-
tentially take in the network. If an AX is connected to an
AS Y, thenY can be a customer, provider, or peerXof
If Y is a customer ofX, then X announces all its routes
toY. If Y is a provider or a peer ok, thenX announces
only the routes to destinations in its own AS and to desti-
nations announced by its own customers; it does (usually)
not announce routes to destinations that it can reach only
through another provider or through peers. By knowing
customer-provider relationships between ASs, one could
have a sound basis for investigations of routing issues in
the Internet.

Since data about these relationships is not easy to ob-
tain directly, however, a natural idea is to infer AS relation-
ships from the routing paths observed in the network (these
paths can be determined from BGP information). Subra-
manian et al. [16] pursue this approach and propose a for-
mulation of this inference problem as a combinatorial op-
timization problem, called the Type-of-Relationship prob-
lem: given a graph and a set of paths in the graph, classify
the edges of the graph into customer-provider relationships
and peer-peer relationships such that as many of the paths
as possible are valid (consistent with this classification).
Here, a path is valid if it consists of zero or more customer-
provider edges, followed by at most one peer-peer edge,
followed by zero or more provider-customer edges. Sub-
ramanian et al. write that they suspect the problem to be
N'P-hard but have been unable to prove this, and they pro-
pose a heuristic algorithm.

Inference of AS relationships is e.g. applied by Ma-
hajan et al. [14]. The authors investigate certain misconfig-
urations of BGP routers. To this aim they utilize a heuristic
inference algorithm presented by Gao [9].



1.1 Why investigate approximability and in-
approximability

Many interesting “real world” optimization problems turn
out to beN'P-hard, i.e. the possibility of finding a poly-
nomial time algorithm for such a problem is widely con-
sidered as very unlikely. As a natural consequence, heuris-
tic approaches yielding good results quickly, i.e. in poly-
nomial time, are sought. Often these heuristics are quite
hard to analyze and no guarantee on their worst-case per-
formance can be given. This might be satisfactory in many
cases, but a provably good heuristic, also caleproxima-

tion algorithm has obvious advantages and in some cases
might even be a necessity. With “provably good” we mean
that a ratio can be given such that the quality of the solu-
tion computed by the algorithm is not worse than this ratio
times the optimum for any input. Formally in the case of
maximization problems for all possible inputs it must hold
thatA > ¢ - Opt, whereA, Opt are the objective values of
the approximate respectively optimal solution and 1 is
theapproximation ratio Such an algorithm is also called a
c-approximation algorithm. It is a constant the problem

is said to be in the complexity clagP X'

Conversely when an approximation algorithm with a
certain ratioc was found, it is obviously of interest to know
whether this: can be improved or not. For many problems
certaininapproximabilityresults can be obtained. I.e. for a
certaine it can be shown that there is m@pproximation
with ¢ > ¢g, unlessP = A'P. To give a concrete example:
if the problem Max2SAT could be approximated within
a ratio of 0.955 or better this would imply that polynomial
time algorithms exist for all problems iWP. As men-
tioned this is considered very unlikely. The ratipgives
an upper bound of how good an approximation algorithm
can be. Of course it is desirable to have an approximation
algorithm whose ratio is close t@.

For a complete introduction to approximation algo-
rithms see for instance [2]. The book also contains a com-
prehensive list of approximability and inapproximability
results.

1.2 Our results

In this paper, we consider two versions of the Type-of-
Relationship problem: the problem of computing a classi-
fication such thaall paths are valid (if such a classification
exists), denoted ALTOR, and the problem of computing
a classification that maximizes the number of valid paths,
denoted M\x TOR. We prove that ALTOR can be solved

in linear time by reducing it to 2SAT and we show that
MAXTOR is AN'P-hard, thus settling the complexity of the
Type-of-Relationship problem left open in [16]. Our hard-
ness proof implies that kix TOR cannot be approximated
within 1/n'~¢ (for anye > 0) for general instances with
paths unlesd/P=co-RP. Motivated by the characteristics
of instances arising in practice, we then consider the case
where the given paths are short. First, we show thakM

TOR can be approximated within a factor @f + 1) /2%

if all paths have length at most Then we give approx-
imation algorithms achieving a better approximation ratio
for k = 2,3,4. We also prove that MXTOR is APX-
complete for paths of bounded lengthP X'-completeness
(see e.g. [2]) implies that WX TOR cannot be approxi-
mated within a certain constant factor unlé®s= NP,
even for instances with short paths. Finally, we have im-
plemented our approximation algorithm and obtained very
encouraging results on real data sets.

Independently of our work, Di Battista, Patrignani
and Pizzonia [5] have recently also obtained the result that
ALLTOR can be solved in linear time and thataMToR
is NP-hard. Interestingly, they also use 2SAT to solve
the ALLTOR problem and present axiP-hardness proof
by reducing Max2SAT. Their reduction is based on the
same idea with which we are able to prod® X’-hardness.

Di Battista et al. do not consider the question of approx-
imability or inapproximability of Max TOR. Instead, they
give anN'P-hardness result for the problem of maximiz-
ing peer-peer relationships and present a new heuristic al-
gorithm for MAXTOR. They do not give approximation
bounds for the algorithm, but they show that it performs
well on real data sets.

The remainder of the paper is structured as follows.
Definitions and preliminaries are given in Section 2. Sec-
tion 3 deals with the ALTOR problem. The hardness
results for general MXTOR are given in Section 4. In
Section 5, the approximability of Mx TOR instances with
paths of bounded length is studied. Section 6 describes our
experimental results. We conclude in Section 7.

2 Preliminaries

We are given a simple, undirected gra@h= (V, E') whose
nodes correspond to the autonomous systems of the Inter-
net and whose edges correspond to physical connections
between those autonomous systems. Furthermore, we are
given a setP of simple, undirected paths . (We allow
that P contains a path several times, i.B.can actually be

a multi-set.) The length of a path is defined as the number
of edges on the path. All nodes on a path exceptits two end-
points are calleéhternal nodes of the path. These patAs

are possible data routes in the Internet; they are usually ob-
tained from BGP routing tables. Informally, the goal is to
classify the edges aff as customer-provider or peer-peer
relationships in a “correct” way by using only the infor-
mation obtained from the set of patis Here, the basic
assumption is that the routing policies of the ASs depend
on these relationships in the way described in Section 1,
thus motivating the following definition (given in [16]).

Definition 1 For a classification of the edges @f into
customer-provider and peer-peer relationships, a path

P is valid if: it starts with zero or more customer-provider
edges; followed by zero or one peer-peer edge; followed by
zero or more provider-customer edges.



The problem of classifying the edges into peer-peer
or customer-provider relationship such that a maximum
number of paths are valid was posed as the Type-of-
Relationship (ToR) problem in [16]. We consider two ver-
sions of this problem: In the first variant, denoted!A
TOR, the goal is to decide whether there is an edge classi-
fication such that all paths iR are valid, and to compute
such a classification if it exists. In the second variant, de-
noted Max TOR, the goal is to compute an edge classifica-
tion such that a maximum number of pathsHrare valid.

For convenience we represent a customer-provider
edge as a directed edge from customer to provider and a
peer-peer edge as a bidirected edge between the two peers
as shown in Figure 1.

AS AS AS AS
oO——0 Q=—»0
customer  provider peer peer

Figure 1. Representation of customer-provider and peer-
peer relationship.

Figure 2 gives some examples of valid and invalid
paths. Using the directed and bidirected edge formulation
for customer-provider and peer-peer relationships, we can
rephrase the validity of a path as follows, where we take a
bidirected edge to be pointing away from both of its end-
points.

Lemma 2 For a given edge classification (represented as
directed and bidirected edges), a patis valid if and only

if it does not contain a node from which two edgep afe
pointing away.

Such a situation, where two edges point away from an in-
ternal node of some path, is also calledeenomaly

Pa-
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Figure 2. Pathg,, . . ., pq are valid,p. andp are not valid.

Finally, we argue that peer-peer edges can be com-
pletely disregarded in this formulation of the problem. To
see this, assume that for a graghand a set of paths
P, the relationships between the ASs have been classified
as directed or bidirected edges. Now replace every bidi-
rected edge by a directed edge in arbitrary direction. Us-
ing Lemma 2, we see immediately that all the valid paths
remain valid after this operation. Figure 2 illustrates this
transition for both directions from path, to pathp, and
from pathp, to p., respectively. Therefore, we can assume
without loss of generality that the solutions foraMTOR
and ALLTOR computed by an algorithm do not contain any
bidirected edges.

1From a practical view, it might be interesting to find an alternative
formulation of the problem where peer-peer edges are actually necessary.

An assignment of directions to the edges of an undi-
rected graph is called arientationof the graph. We can
now state the ALTOR and MAX TOR problems simply as
follows:

ALLTOR: Given a graph= and a set of path#®, decide
whether there is an orientation @fsuch that all paths
in P are valid, and compute such an orientation if it
exists.

MAXxToR: Given a grapltz and a set of path®, compute
an orientation of7 such that a maximum number of
paths inP are valid.

In the case of MXTOR, we will be interested in approxi-
mation algorithms. Here, an algorithm foraM ToR is ap-
approximation algorithm if it runs in polynomial time and
always computes an orientation@fsuch that the number
of valid paths is at leagt times the number of valid paths
in the optimal orientation. Note that< 1.

3 TheALLTOR problem

In this section we show that theLATOR problem is solv-
able in linear time. To this end we show that an instance of
ALLTOR can be reduced to a 2SAT problem.

Lemma 3 A pathp € P of lengthk can be split up into
k — 1 pathsp;, 1 < i < k — 1, each of lengtl2, such that
for any orientation of, p is valid if and only if allp; are

valid.

Proof: The construction of thé — 1 paths works as fol-
lows: pathp; consists of the first two edges pf Pathp;
consist of edge and edge + 1 of pathp. In this way,
path p;, overlaps with pattp;.1 by one edge. Figure 3
shows how a path of length 3 is split up into two paths
of length 2. The correctness of the lemma follows directly

from Lemma 2. O
Decompose: directedp; | valid | clause
0oL o202, oL oo yes | e1 Ve
into p1, po: 0—>0—>0 yes | e1Ver
0otoZo 0=<—0=<—0 yes | e1 Ves
02 %, 0O<—0-—->0 no el Ves

Figure 3. Decomposition of paths (left), truth table for a
length 2 path (right).

By Lemma 3, it suffices to consider theLATOR
problem for instances with paths of length (Paths of
length1 are always valid.) The truth table on the right-
hand side of Figure 3 shows a one-to-one correspondence
between the validity of a path of lengtand the logical or
of two literals. This suggests the use of 2$Ad solve the
ALLTOR problem, resulting in the following algorithm:

2A 2SAT instance consists of a set of clauses with only two literals,
e.g.z1 Vxo,T3 V2 ..., the question being: is there a truth-assignment
tozy, xz2 ..., sothat altlauses arsatisfied i.e. evaluate to true?



=

. Orient the edges @ = (V, E) arbitrarily.

2. Split all pathg € Pinto > p(¢(p) — 1) paths of
length 2 as shown above, whel@) is the length of
pathp.

3. Construct a 2SAT instance where each edge E
corresponds to a variable and each paifof length
2) corresponds to a clause in the following way: like
in the truth table of Figure 3,; appears negated if the
corresponding edge is pointing away from the internal
nodev of p and not negated if it is pointing towards

4. Solve the resulting 2SAT instance.

5. If the 2SAT instance is not satisfiable, the /A oR
instance is not solvable. Otherwise, flip the direc-
tions of all edges whose corresponding variable has
been assignefhlse This gives an orientation where
all paths are valid.

Correctness of the algorithm can be verified easily by look-
ing at the four possible configurations for input paths of
length two and the assignment of the variables in the cor-
responding clause. Steps 1, 2, 3 and 5 can obviously be
performed in time linear in the size of the input. 2SAT is
well known to be solvable in linear time, so the running-
time for Step 4 is linear as well.

Theorem 1 ALLTOR can be solved in linear time.

4 The generalMAXTOR problem

In this section we show that M TOR is N'P-hard and
even cannot be approximated well. To achieve this we
will give an approximation-preserving polynomial reduc-
tion from the well known\/P-hard maximum independent
set problem (denoted M IS, problem definition: given a
graph, find a maximum set of nodes such that no two nodes
are connected by an edge) toaMITOR. First, consider a
graphG with two paths as shown in Figure 4. It can be ver-
ified that in this graph there is no orientation of the edges
such that both paths are valid: Each of the three shared
edges of both paths would require to flip the direction in
one of the paths to make them valid. But since a change of
direction of the edges in a valid path can happen only once,
one of the two paths must be invalid.

Figure 4. A graph (middle) with two paths (left and right)
that cannot both be valid in any orientation.

Lemma 4 There exists a grap&¥ with two paths such that
only one of the two paths can be valid.

We will use this construction as a gadget to obtain a
reduction from MAXIS to MAXTOR. Let an instance of
MAXIS be given by an undirected graph = (Vi, Exr).

We create an instand¢é&, P) of MAX TOR by mapping ev-
ery node inH to a path inP such that any two paths in
P are edge-disjoint if there is no edge between therl in
respectively cannot be valid simultaneously in any orienta-
tion if there is an edge between themiin

Obviously, such an instanc&~, P) can be con-
structed in polynomial time using the gadget of Figure 4.

Now observe that there is a one-to-one correspon-
dence between orientations 6f with ¢ valid paths and
independent sets if with cardinality¢. In particular, if
we could solve MXTOR in polynomial time or approxi-
mate it in polynomial time with ratip, we could also solve
MAXIS in polynomial time or approximate it with ratjg
respectively. Since MxIS is known to beNP-hard and
not even approximable with ratig/n' —¢ on graphs witm
nodes for any: > 0 unless\"P=co-RP [11], we obtain
the following hardness result for MK TOR.

Theorem 2 MAXTOR is N'P-hard and cannot be approx-
imated within a factor of /n'~¢ on instances with paths
for anye > 0 unlessNP= co-RP.

Thus it is not feasible to get a good approximation ratio for
the general MX TOR problem. We might hope, however,
to be able to exploit the structure of real AS graphs or the
observed routing paths in order to give an algorithm with
good approximation ratio for a restricted case ofdM
ToR.

5 Approximating MAXTOR instances with
bounded path length

Motivated by the negative result concerning the approxima-
bility of the general M\X TOR problem, we now consider

a restricted version of the problem. Looking at real world
data [16, 1], we noticed that most of the paths are actu-
ally quite short (see also Section 6). This leads us to con-
sider instances of Mx TOR where the maximum length of
the paths is bounded by a constant. In the following, we
first present a very simple randomized approach achieving
constant approximation ratio for this case. Then we show
how to use an approximation algorithm forAM2SAT

to achieve significantly better approximation ratios for in-
stances containing only paths of length at mobr k£ =

2,3, 4. Finally, we provedP X-completeness for instances
where the path length is bounded by an arbitrary con-
stant, by an approximation preserving reduction from the
MAX2SAT problem, which is well known to bglPX-
complete [2].



5.1 A simple constant factor approximation
algorithm

For paths of constant length there is a very easy randomized
approximation algorithm: just select the directions of the
edges independently at random. If each edge is oriented in
one of the two possible ways with probability 1/2, a path of
lengthk is valid with probability

k+1
2k

To see this, note that in a valid path the direction of the
edges can change only once at one of khe 1 internal
nodes or not at all. There afe— 1 possibilities for the
direction of all edges in the path in the former case and
2 possibilities in the latter case. Altogether there 2afe
possibilities to orient the edges. If all paths have length
at mostk, we get by linearity of expectatioB(A,4nq) >
n-(k+1)/2% > Opt - (k+1)/2%, where A, 4,4 is the
value of the approximate solution agipt the value of the
optimum. The algorithm can easily be derandomized in the
standard way (method of conditional probabilities), giving
the following theorem.

Pr =

Theorem 3 The MAXTOR problem with paths no longer
than k edges can be approximated within a factor%;l
of the optimum in polynomial time.

For example, this gives rati0.75 for paths of length at
most2, 0.5 for paths of length at most, and5/16 =
0.3125 for paths of length at most. We can also state
the following corollary.

Corollary 5 The MAXTOR problem with average path
length bounded by can be approximated within a factor
of (kfl)% of the optimum in polynomial time.

Proof: Consider an instance of AkTOR with n paths.

If the average path length is, there are at least/(k +

1) paths with length at most + 1. Applying the simple
randomized algorithm described above to these paths, we
obtain a solution with at least;; - 2’%21 valid paths. 0O

5.2 Better ratios for paths of short length

To obtain better ratios for paths of length at most 4 or
less we use the approximation algorithm folrkRSAT

due to Lewin, Livnat and Zwick [13]. They achieve a ra-
tio of r = 0.940 by enhancing the semidefinite program-
ming (SDP) based approach first presented in the semi-
nal paper by Goemans and Williamson [10]. Given an in-
stance(G, P) of MAXTOR, we construct an instance of
MAx2SAT from the paths as described in Section 3 (by
splitting every path into paths of length two and adding a
clause for each length 2 path) and apply theX\@2SAT
approximation algorithm to the resulting instance. Then
we orient the edges af according to the assignment re-
turned by the MX2SAT algorithm. It may seem surpris-
ing that this approach gives a good ratio because there is

not necessarily a one-to-one correspondence between paths
and clauses.

First, a bit of notation: LeOpt denote the optimum
value of the considered MKTOR instance and4, the
value of our approximate solution for an instance with path
length bounded b¥. Let g; be the number of paths iR
that have length exactly. Note that paths of length 1 can
be ignored, since they are always valid. Hence, we can as-
sumeg; = 0. Furthermore, note that for deriving lower
bounds on the approximation ratidy, /Opt, it suffices to
consider only instances in which all paths have length ex-
actly k: If an instance contains a shorter path, this path can
easily be lengthened by adding an appropriate number of
extra nodes and edges to the path at one of its ends. At
mostk - n edges and nodes are added, and a solution to this
modified instance clearly gives a solution to the original
instance with at least the same number of valid paths.

In the simplest case, when all paths have length 2, we
can directly transfer the ratio = 0.940 from MAX2SAT
to MAXTOR. This is because each path is represented by
exactly one clause which is satisfied if and only if the path
is valid.

€ €; €3
O—»0O——»0O0—»0O

Figure 5. A path of length 3 which leads to the two clauses

e1 V ez andes V 3. See Section 3 for details about the
definition of the clauses given a graph and paths.

Now consider a path of length 3. It is represented
by two 2SAT clauses. The variable corresponding to the
edge in the middle appears in both clauses, once negated
and once not negated (see Figure 5 for an example). There-
fore, one of the two clauses is always satisfied. Clearly,
both clauses are satisfied if and only if the path is valid.
This gap of either one or two clauses being satisfied can be
used to derive a bound on the approximation ratio. Con-
sider a Max TOR instance withm = g3 paths of length 3
with optimal valueOpt. Note that an optimal solution of
MAX2SAT has the valu®pt+ g5 and directly gives an op-
timal solution to the MXTOR problem. The MX2SAT

approximation algorithm satisfie$; + g3 clauses with
A )
A3+ 93 > (1)
Opt + g3

Because there is always a solution ta ¥2 SAT such that
at least3/4 of the clauses are satisfied and there2ares;
clauses, we havel; + g3 > 3/2-g3 0rgs < 2- As.
Applying this to (1) leads to

Az >r-(Opt+g3)—g3>r-Opt+2(r—1)- Az
Agz Opt

3—2r

giving approximation ratie/(3 — 2r) > 0.839. Note that
this is a considerable improvement over the rdti@ ob-
tained for paths of length three by Theorem 3.



In a MAX 2SAT instance derived from paths of length
4 there will be three clauses for each of the paths. We refer
to the three clauses of a path agrigle. With the same
argumentation as for length 3 paths, we have that for each
triple at least one clause is always satisfied and all three are
satisfied if and only if the corresponding path is valid. This
shows that any solution of this instance satisfies

T+ Y+ ga

clauses, wherg,, y andx are the number of triples with

at least one, at least two and exactly three satisfied clauses,
respectively. Note that yields the number of valid paths
andz <y < g4.

We now compare a solutiofi = A, + y + g4 com-
puted by the M\X2SAT approximation algorithm with a
solutionS’ = Opt + 3’ + g4 derived from an optimal so-
lution of the corresponding Mx TOR instance. By [13]
we know thatS/S” > r. From this we can bound the ap-
proximation ratioA,/Opt. In the worst casg = g4 and
y' = Opt. This gives

Ay +2-g4
2-Opt+gq4 —
Ay >2r-Opt + (r—2) - ga > 2r - Opt +4(r — 2) Ay,

because there af®e- g4 clauses of which at leagt/4 are
satisfied in the approximate solution, i.ély + 2 - g4 >
9/4- g4 0rgy <4-Ay. Solving for A4 we get

A 2

— - Opt.
This gives an approximation ratio dfr/(9 — 4r) >
0.358, which is a slight improvement compared®616 =
0.3125.

Note that this approach cannot be carried over to paths
of length greater than 4. It uses the fact that at |18as$tof
the clauses can be satisfied, which does not help if each
path is represented by 4 or more clauses and the path is
valid if and only if all of them are satisfied.

Summarizing the results discussed above, we get the
following theorem.

Theorem 4 The MAXTOR problem with paths no longer
thank edges can be approximated within a factgrof the
optimum in polynomial time, wheig, has the following
form: ¢y := 0.940, c3 := 0.839, ¢4 := 0.358, andc¢;, :=

b for k > 4.

5.3 APX-hardness

So far we have given constant-factor approximation algo-
rithms for instances of Mx ToR with paths of bounded
length. Now we show that even instances containing only
paths of length 2 cannot be approximated better than some
constant unles® = NP. Both results together give that
MAXToOR with constant maximal path length 4P X-
complete.

To this aim, we reduce Mx2SAT and apply an
AP X-hardness result byastad [12]. We start by reducing
a MAX2SAT instance to a Mx TOR instanc€G, P) with
paths of length 3. Then we explain how this instance can
be modified such that it contains only paths of length 2.
Assume that we are given aa 2SAT instance with
variablesz;, ¢ € {1...n'} and clauses;, j € {1...m’'}.
For each variable:; we add two nodeg;, x; to G and
an edgee; = {T;,z;} between them. If in a solution to
MAXTOR this edge is directed towardsthis corresponds
to z; = true. Otherwise, if it is directed towards;, this
meanse; = false. For each clause, = [;VV1;, with literals
l; € {z;,7;} andl; € {z;,7;}, one edgq;,[;} is added.
Additionally a path of length 3 is added 18 along the
nodesl;, l;,1;,1;. Figure 6 shows a simple example with
one clause, and the graph on the left-hand side of Figure 7
shows an example with two clauses.

clause | path | graph | directed | truth val

— 1 Xy X2 X1 X2 =
1V To E’ T1s 0, o Z1 L,
e \ l\l o
Xy X | X X

Figure 6. Example of how an instance oM TOR is con-
structed from a MXx2SAT instance. On the right-hand
side, a possible assignment of directions to the edges and
the corresponding truth values are shown.

The paths and edges are defined such that a path is
valid in a solution to the Mx TOR instance if and only if
the corresponding clause is satisfied. This is clear because
a path is valid if and only if eithet; is directed toward$
or e; towardsi;, which corresponds to a truth assignment
wherel; V [; is satisfied. In particular, note that given a sat-
isfied clause the edgg;,!;} can always be directed such
that the whole path is valid. Conversely, for an unsatisfied
clause no such direction ¢f,, 1, } exists.

Thus, maximizing the number of valid paths also
maximizes the number of satisfied clauses. With [12] we
get that MaX TOR is not approximable within ratig =
0.955 for instances with paths of length at mdstor any
constank > 3.

Figure 7. Network and paths resulting from the two clauses
1 V xe, Tz V x3: Constructed instance with length 3 paths
(left), modified instance with length 2 paths (middle), and
possible solution where both clauses are satisfied (right).



To obtain a similar result for paths of length 2, we
modify the instance as follows: each path;,1;,1; is re-
placed by two overlapping patlis;,7; andl;, l;,1;. See
the graphin the middle of Figure 7 for an example. Clearly,
in a MAX TOR solution one of the two paths is always valid.
The corresponding clause is satisfied if and only if both
paths are valid. So an optimal solution to the MI'OR in-
stance withOpt valid paths gives an optimal assignment to
the variables such th&alpt — m’ clauses are satisfied. An
approximate solution to Mx ToR giving A, valid paths
leads toA; — m/ satisfied clauses. With [12] we know that

AQ —-m/

— <q

Opt —m/
for at least one instance of MK2SAT. WithOpt — m’ >
3/4 - m’ (at least 3/4 of the clauses of anyAM2SAT in-
stance can be satisfied) this yields

4+ 3q

A2 S : Opt7

which gives the following theorem.

Theorem 5 UnlessP= NP, there is no approximation al-
gorithm for MAX TOR with paths of length at mogt that
achieves ratio at leastt®¢ < 0.981if k¥ = 2 and ratio at
least0.955 if k& > 3.

In particular, with Theorem 4 we have thatAMTOR is
AP X-complete for paths with constant maximum length.

6 Experimental results

In this section we discuss some experiments conducted
with the approximation algorithm for kx TOR presented

in Section 5.2: the algorithm constructs aaAK2SAT in-
stance from the given paths and uses an SDP-based algo-
rithm to obtain an approximate solution. For our experi-
ments we used the data that has been accumulated by Sub-
ramanian et al. [16] and is available on the WWW [1]. For
four different dates (18 April 2001, 4 February 2002, 6
April 2002, and 9 July 2002) routing paths from 10, 9, 14,
respectively 12 autonomous systems were collected. From
these 1.4 to 6.4 million paths in a network of about 10,000
nodes and 25,000 edges, the edge directions were deduced.
It is notable that the path lengths are relatively short (see
Table 1), i.e. the assumption in Section 5.2 that the path
lengths are bounded by a small constant is quite realistic.

In our implementation the paths are first preprocessed
by directing edges that can be directed without conflicts.
This shortens the paths considerably (cf. Table 1). Then it
is checked with the ALTOR algorithm described in Sec-
tion 3 whether the graph can be oriented such that all paths
are valid. This was not the case for any of the four dates.
Finally, an approximate solution is calculated as described
in Section 5.2: M\X2SAT is relaxed as in [10] and the
rounding is done as in [7]. In [7] the improved approxi-
mation ratio could be achieved by adding new constraints

Table 1. Size of the network and number of paths at
the three different dates. The maximal and average path
lengths are given before (nand a) and after (m and a)

the preprocessing described in the text.

Date nodes| paths | m/my; | & /@&

04/18/01|| 10923 | 3423422 12/10 | 3.5/1.7
02/04/02|| 12788 | 4988100/ 11/9 | 3.5/1.3
04/06/02|| 13164 | 6356435/ 11/8 | 3.5/1.4
07/09/02|| 13409 | 1406465| 11/8 | 3.1/1.3

and a modified rounding strategy. We could not add the
constraints because the instance would have become too
large. The new rounding strategy was adopted though. The
freely available solver DSDP 4.5 [3] was used to solve the
semidefinite programs. The overall results are given in Ta-
ble 2.

Table 2. Experimental results achieved with the approxi-
mation algorithm presented in Section 5.2. The two right-
most columns give the corresponding results of Subrama-
nian et al.’s algorithm [16] (solutions can be downloaded
at [1]) and Gao’s algorithm [9] (using an implementation
available at [8]).

Date valid paths [16] [9]

04/18/01|| 3360926 (98.17%)| 70.57%| 70.10%
02/04/02|| 4919310 (98.62%)| 66.60% | 72.36%
04/06/02|| 6204849 (97.62%)| 68.00% | 74.43%
07/09/02|| 1400565 (99.58%)| 70.26% | 89.12%

The computed orientations make roughly 98% of the
given paths valid. This should be contrasted with the edge
classifications computed by the heuristic algorithm of Sub-
ramanian et al. [16] that are also available at [1] respec-
tively the algorithm of Gao [9] for which an implementa-
tion can be downloaded at [8]. In these edge classifica-
tions, only about 70% respectively 70%—-90% of the paths
are valid. This demonstrates that it pays off to use SDP-
based approximation algorithms foraM TOR in practice.
Note: In the input data a single path can occur several
times. In the solutions obtained with Gao’s and our ap-
proach we consider such multiple occurrences. The clas-
sifications given at [1] though are optimized for the case
where each path is only considered once. Therefor the val-
ues in the third column of Table 2 refer to this case. The
output of Gao’s algorithm also contains so calkfling
edges between closely related ASs. For the evaluation we
treat these edges as peer-peer relationships.

Recall that an anomaly is a situation where two edges
point away from an internal node of some path. Thus each
anomaly in a solution invalidates at least one of the given
paths. An interesting question is how the invalid paths are
distributed over the anomalies. In other words: How many



anomalies are responsible for invalidating the majority of
the invalid paths? It turns out that few anomalies invalidate
most of these paths, e.g. in the solution for the 18th of July
2001 only 16.5% of the anomalies are responsible for 80%
of the invalid paths. Details can be seen in Table 3.

Table 3. The number of anomalies that are responsible for
invalidating 20%, 40% ... 100% of the invalid paths. Paths
are counted separately for each anomaly they contain. Note
that less than 0.1% of the invalid paths contain more than
one anomaly.

Date 20% | 40% | 60% | 80% 100%
04/18/01|| 0.8% | 2.6% | 6.9% | 16.5% | 100%
02/04/02|| 0.8% | 2.3% | 5.7% | 14.4% | 100%
04/06/02|| 0.4% | 1.4% | 4.0% | 11.6% | 100%
07/09/02|| 1.2% | 3.0% | 7.1% | 15.4% | 100%

7 Conclusion

In this paper we settle the complexity of the Type-of-
Relationship problem, which was left open in [16]. In
addition to proving that the maximization versionN&P-

hard we are even able to show that it is very hard to find a
good approximate solution in the general case. Thus we re-
strict ourselves to instances with only relatively short paths.
This is a natural assumption in the TCP/IP-context because
packets aren’t routed along paths which contain more than
a certain number of hops. With that restriction we can give
an approximation algorithm with good constant ratio which
depends on the longest path length. For the cases that all
paths have length at most 2 respectively 3 the ratio is quite
close to an upper bound we are able to prove. Checking the
algorithm’s perfomance on actual BGP routing-data yields
that it also works very well in practice.

An interesting open question remaining is how to
nicely integrate the notion of peer-peer relationships into
the maximization setting. In the model which was proposed
in the literature, these edges are of no benefit and therefore
don’t have to be taken into account so far.
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